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JOB DESCRIPTION 

	Job Title 


	Systems Engineer

	Responsible To 


	Senior Systems Engineer

	Grade


	Scale 7 scp 32 – 36 £30,451 -  £33,782 plus £4000 market supplement (Market Supplements Policy applies) 


	Hrs


	36.25 HPW 

	Location


	ICT Department Service,  LFRS HQ Garstang Road,  Fulwood, Preston PR2 3LH 



	Other terms and conditions


	A flexi time scheme is in operation

National Joint Council for Local Government Services


	Special Requirements 


	It is a requirement of the post that the post holder will be able and be prepared to attend evening and weekend ICT Operations Support events as required.



Our Aim

The intended result of all our efforts is to: make Lancashire safer.
This is what we are here to achieve. We seek to do this by delivering prevention, protection and emergency response services; using our trusted position in the community to influence the wider safety of people and working in partnership with other organisations where we have shared objectives.

Our Priorities

· Preventing fires and other emergencies from happening.

· Protecting people and property when fires happen.

· Responding to emergencies quickly and competently.

· Valuing our people so they can focus on making Lancashire safer.

· Delivering value for money in how we use our resources.


The way we work to achieve our priorities is as important as what we do. 

‘STRIVE’ reflects the Service’s on-going desire to make great effort to achieve our purpose of making Lancashire safer:

Service: Making Lancashire safer is the most important thing we do and we work in a diligent and competent way.

Trust: We trust the people we work with and we contribute to a positive workplace. 

Respect: We demonstrate consideration of others and we recognise how our behaviour may impact on others.

Integrity: We do what we say we will do and we work in a professional, positive non-judgmental way.

Valued: We actively listen and recognise the contribution of others whatever their role, background, ideas, views, or approach.

Empowered: We are encouraged to contribute to decision making, to resolve problems and we are accountable for our decisions, actions and behaviours. 

You can read our full Integrated Risk Management Plan here
Job Role 
The Systems Engineer’s role is to ensure the integrity, performance and security of the LFRS IT infrastructure, in particular the key functional areas of the virtual and physical server farms and SAN infrastructure in adherence with published and acknowledged best practice standards.

Monitoring and performance scrutiny of the server/SAN/security infrastructure is considered inherent within the role and the incumbent will be expected to undertake this continually, together with more specific analysis where bottlenecks, performance issues or faults are identified (or suspected), or when issues received through the Service Desk are escalated to the ICT Operations team.

Working closely with the ICT Operations team and particularly with the Senior Systems engineer, the post holder will be responsible for liaising with internal customers together with external vendors and agents in order to ensure development of the LFRS server/SAN/security infrastructure in accordance with the increased use and exploitation of electronic media and ICT based solutions. However, a key responsibility of the role is to also to provide integrity of data, data systems and data networks across the entire organisation. 

A key part of the role being to proactively provide technical input & recommendations in relation to improvements to the server/SAN/security infrastructure, plus contribute to the implementation of new infrastructure projects and systems.

Support the development and implementation of projects. 

Focus on continuous improvement of server/SAN/security scalability, reliability, performance and availability, some of which will be assessed through measurable metric targets.

Documentation of existing server/SAN/security infrastructure setup & configuration together with any required design, analysis and system modification documentation for consideration by the change management procedure the department operates.

Involvement in helpdesk process providing third level support scheduling and directing activities to resolve hardware and software problems in a timely and accurate fashion.
Support the Senior Systems Manage for the technical reliability and efficiency of all server/SAN/security infrastructure equipment and services.

Responsibilities  

Server\SAN\Security Infrastructure Specific

· Lead on security issues to expertly advise the team on the latets security best practice and analysis

· Implement best practice across the infrastructure for patching and update policies.

· Monitoring, analysing and responding to security alerts.

· Defining and implementing security best practices

· Implement best practice and provide governance across the changing landscape of cloud based infrastructure including Azure, O365, Exchange Online. 

·     Technical management of virtual (VMware) and physical (HP/Dell/Cisco) server   and SAN (Netapp) infrastructure. 

· Technical management of Microsoft Active Directory and associated network services (DNS/DHCP)

· Designing, documenting and improving provision of new or existing environments or where required assist in server/SAN/security related elements of ICT project work.
· Perform daily monitoring and troubleshooting of servers. Identify and resolve systems issues, including installing and configuring patches and upgrades as required.

Cross discipline

· Technical management and support of the Citrix XenDesktop and XenApp VDI infrastructure and support of the Desktop team in managing and maintaining the day to day use of the solution.

· Assist the Senior Systems Engineer to manage and coordinate all aspects of actual recovery plan implementation and efforts, including initial emergency response, recovery procedures, and business resumption processes.

· Implement, maintain, and oversee enforcement of policies, procedures and associated plans for disaster recovery administration and business continuity based on industry-standard best practices.

· Operation of critical infrastructure performance monitoring practices and tools, together with creation of relevant performance metric target. 
· Assist with the resolution of IT Service Desk generated Incidents and Problems with touchpoints on server/SAN infrastructure, or where formally escalated to the ICT Operations Team as part of the ITIL process.
· Provide verbal and written reports (or incident updates) identifying progress in relation to complex incidents or problems and to communicate any known problems, issues or implications that may affect department meeting its objectives or providing services.
· Design and propose technically detailed solutions, options and associated cost / benefit / risk profiles for the improvement of server/SAN/security scalability, reliability, performance and availability.
· To liaise with other LFRS departments, external service support suppliers and contractors in order to specify complex requirements, provide solutions, resolve Incidents and Problems, monitor service level agreements and / or improve best practice.
· Analyse and investigate issues, incidents and problems (either ad-hoc or as part of a Service Desk incident) to determine whether server, SAN or security related hardware, software or configurations are faulty or incorrect.
· To be involved with specific projects as required, as well as providing high level input with major installations, software updates, deployments and infrastructure related services.
· Where required, to be the assigned technical lead in meetings and other higher-level scenarios.
· To contribute and proactively provide input and technical expertise with all aspects of Disaster Recovery provisions, for LFRS systems/servers and infrastructure.
· Involvement in the departments formal ITIL processes and Service Desk solution, including escalation procedures, change management and project management modules.
· Be responsible for own personal continuous improvement and development to ensure highest possible standards of work, together with mentoring and assisting other members of the team.
· Ensure compliance with legislation, policies and procedures.

· Participate in audit and review processes where required.
· Participate within the Department’s out-of-hours cover schedule if appropriate and if / when implemented.
· Demonstrate a commitment to personal development and actively participate in the appraisal process. 

· Promote a positive image of the Service in dealing with all other organisations and members of the public.

· To promote the principles of equality and diversity and comply with LFRS Equality, Diversity and Inclusion Policy at all times. 

· To observe all rules governing health and safety and use safety equipment where it is provided. 

· To support LFRS in its commitment to prevent pollution and minimise its impact on the environment. 

· The post holder may be requested to undertake the duties of higher graded staff subject to consultation.  In addition, other duties at the same responsibility level may be interchanged with/added to this list at any time.

It is unacceptable for any LFRS employee to be under the influence of alcohol or illegal drugs at work.

EMPLOYEE SPECIFICATION
	Systems Engineer


	Qualifications 


	Essential
	Desirable
	Assess By

	MCSE, CCEA or equivalent professional accreditations or equivalent relevant experience
	X
	
	I,V

	Degree in computing related subject or equivalent relevant experience
	
	X
	V

	Experience 


	
	
	

	Experience of Microsoft  Windows server 2012/2016  support as a minimum 
	X
	
	A,T

	Experience implementing and maintaining physical and virtual (VMware) server infrastructure.
	X
	
	A,T

	Experience of working with perimeter defenses such as Firewalls, Access rules, DMZ interfaces.
	X
	
	A,I

	Experience Implementing and maintaining Microsoft network services including DNS, DHCP etc.
	X
	
	A,I

	Experience implementing and maintaining O365 environment including Teams, Exchange Online, SharePoint Online and security best practice standards
	
	X
	A,I

	Experience supporting and maintaining a Netapp SAN
	
	X
	A,I

	Experience building and configuring server hardware for both virtual and dedicated workloads.
	
	X
	A.I

	Experience of Designing, implementing and maintaining Microsoft Active Directory Services.
	
	X
	A,I

	Experience in threat detection/analysis and management of risks in a modern hybrid infrastructure
	
	X
	A,I

	Knowledge, Skills and Abilities 


	
	
	

	Knowledge of major Microsoft products including Windows (7 to 10 and Server 20012 to 2016), Office, AD, Exchange, SharePoint etc.
	X
	
	A,I

	Knowledge of Citrix Thin Computing and associated technologies XenDesktop and XenApp.
	
	X
	I

	Knowledge of ITIL, accreditation preferred
	
	X
	I,V

	An ability to work on own initiative and prioritise own and other workload
	X
	
	A

	An ability to communicate (verbally) clearly and effectively
	X
	
	A,I

	An ability to produce and communicate basic and detailed technical information from notes to written reports to be easily understood by non-technical audiences
	X
	
	A

	An ability to demonstrate a commitment to equality & diversity
	X
	
	I

	Special Requirements of the Post 
	
	
	

	Respond out of normal working hours: Weekend and in the evening if required
	
	X
	I


KEY
	A -Application 
	I-Interview
	V-Verification
	 T-Test
	P-Presentation
	R-Reference


Terms and Conditions 

	Job Title 


	Systems Engineer

	Responsible To 


	Senior Systems Engineer 

	Grade


	Grade 7 scp 32 – 36 £30,451 - £33,782 plus £4,000 market supplement


	Hrs


	36.25hpw 

	Location


	Service Development Department, Ground Floor, LFRS Service Headquarters, Fulwood 



	Car Parking 


	Free Car Parking Facilities are available at LFRS Service Headquarters.



	Pension


	Local Government Pension Scheme 



	Annual Leave

Entitlement

Pro-rata for part-time employees


	Years : 27 days, rising to 30 days after 10  years  service 

Plus bank holidays, plus 2 extra days which are accrued if in post at Christmas/New Year.  Staff employed at LFRS Service HQ are required to take the 2 extra days plus some annual leave to facilitate the Christmas closure. 

	Other Terms and Conditions 


	National Joint Council for Local Government Services.

LFRS operates a flexi-time scheme.



	Car

Categorisation
	None 


	Clearances


	Satisfactory references

Occupational Health Assessment 
(External candidates or different role)


	It is unacceptable for any LFRS employee to be under the influence of alcohol or illegal drugs at work. Such employees pose unnecessary risks to themselves and to their colleagues. Further, the behaviour of those who work in safety critical roles and safety critical support roles can affect both the safety of members of the public and public confidence in the Authority. LFRS has legal obligations under the Health and Safety at Work Act 1974 to take reasonable steps to ensure the safety of its employees, and employees are obliged not to endanger the health or well-being of others by their acts or omissions. 

To this end, LFRS will screen all candidates selected for employment for illegal drugs and alcohol. This will be carried out at our Occupational Health Unit, under strict protocols and confidentially.  Any candidate who refuses to be screened will not be employed. Any candidate who tests positive for illegal drugs or unsafe levels of alcohol will not be employed.




